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System Hardening Checklist for
Systems/Devices

Hardening A System or Device..Why Is It Important?

If two things are to be gained from this document, it's that to secure and have a trustworthy device; it must be hardened
to an industry standard, and the integrity of that configuration MUST be checked continuously and in real-time. In the
absence of either of these two, one of two things is inevitably likely to happen, and probably both. You will suffer the
consequences of a security breach or incident, and you will not meet or maintain the level of compliance you seek to
obtain. Even if you harden a system/device (collectively known as a “system”) before being deployed into operation
and don’t continuously check and maintain the hardened state through change control best practices, it will drift from a
trusted state and become susceptible to attack.

Hardening a system without the ongoing change control and configuration management process is equivalent to owning
a plane but performing no maintenance. It’s just a matter of time before there is a catastrophic event.

Understanding The Process Highlights The Importance of Hardening

When considering the complexity and core foundational controls of almost every best practice framework and
compliance mandate, system integrity assurance will find its way to the forefront of every requirement. Those controls
include hardening, configuration management, change control, and others. But simply having those controls called out
isn’t enough. There needs to be a workflow that incorporates system hardening as the first step to this closed-loop
process.
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Model showing closed-loop change integrity assurance process.
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Hardening a System or System & Device Hardening

The process of hardening a system is typically analogous with either CIS Benchmarks or DISA STIGs to establish a root of
trust through configuration recommendations. As we all know, an out-of-the-box server is not configured with the necessary
security constraints and requires tuning and modifications. Both CIS Benchmarks and DISA STIGs provide a method and
prescriptive guidance to establish a hardened system that represents a chain of custody to a trustworthy system.

A HARDENING CHECKLIST
To help ensure that something has not been overlooked when considering a hardened system, Cimcor has
assembled a checklist of considerations.

User Configuration

Mandatory Access Control Configuration (features and roles)
Ensure updates, patches, and additional security software are installed
Service Configuration

Logging and Auditing

Remote Access Hardening

Software Configuration (i.e. databases)

Access, Authentication, and Authorization

Cloud Configuration

Network Time Protocol Configuration

Network Configuration

Firewall Configuration
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User Configuration

Take a strong stance on access and privileged use. Address
default access and administrator accounts, disable guest
accounts. Perform regular audits of the administrator groups.
Use a password policy that addresses password complexity,
expiration, history, and account lockout. Forcing screensavers
and idle time logouts. Prevent users from modifying settings,
accessing dangerous websites, sharing files within their profile.
Giving Administrators primary control almost over everything and
users with only access for what they need.

EBenchmark Details Row Data (Row Index: 1

Banchmark Tie: OIS Mooioh Windosd Servar 3010 Banchimaik
Banchmark Profie Tits:  Lewal 7 - Mlamber Seresr

Benchmark Hemn Thie: (L1} Ensuce ‘Interactive logon: Prompl user b change password befone apiration’ |5 Sed o Debwesn S and 14 c
Teesd Dade: 2022-01-20 023712

Pass: Yes

|5 Waived: Hip

Adjusted Score;

Possibie Score:

Rew Score: 4

Wight 1

Tl Ram:  Yes

Ramedistion: Toestablah P recormmanded confogueslon via GF, sel the ilewing LI palh 1o & vilus bebwesr 5 and 14 dine
omgurter ConfigerstioniPolicioniindows Sottings'iSecurity Settiege'ilocsl Policias’Sacurity Optiosc)lstarac
Impact:

Users wil e 3 daiog box promp! 10 change thiEr passwod each time thal Sy ipg an [o the Jomain whan el pasyat

Savarity:  Linspeciied

The CimTrak results of a benchmark test that verifies and provides
remediation steps to Ensure: ’Intereactive login: Promt user to
change password before expiration’is set between 5 and 14 days.
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Mandatory Access Control
Configuration (features and roles)

Defining and enforcing who can access while files and
configuration is very important. Administrators should have
primary control over server configuration, sensitive files,
services, security tools, and more. Configuring permissions and
role based access control to enforce security on critical systems
and only give access to who needs it.

Benchmark Details How Data [FHow Index; 1

Benchmark e Title:  (L1] Ensum 'Reston ke and drechonss” is 2L W Adminks ks’
Tes! Dated  2022-01-26 063712

PFagg: Mo

ks Walvad: Mo

Adjesied Scora;: 0

Foesible Boome 1

Raw Score: 0

Wisight:

TesiRam: ‘Yes

Remadisticon: To-eslabisn the ecommendsd configuraion via GF. sl the following U palh b Admiris iralors
Computer ConfaiperationiPolicissiHindoss SebbingsiSecurtty Settingsilocal Policiss iUser Rights &t prest
Irmipach;
IT you remowe e Resbons Tiled and directonkes us=:d nghl mom ‘the Sochup Dpirators group and olhar accounls you
e who have been celecoliec specific lasks i pedonm thoas lasks, Vo sheukd verily el B changs woof negalk
CIgEmZatime parscnres bG O e ot

Savarity:  Unspecifed

WErion:

The CimTrak results of a benchmark test that verifies and
provides remediation steps to Ensure: ‘Restore files and
directories is set to ‘Administrator’.
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Ensure updates, patches, and additional
security software are installed

Maintain a robust patch policy to ensure systems and applications are patched
against vulnerabilities. Having your operating systems and applications up to
date helps ensure that you have critical bug fixes and patch improvements for
vulnerabilities which may be a huge security risk. Using CIS Benchmarks it is
very easy to identify which systems are out of sync in your patching cycle and
minimize risk and improve overall security and system performance.

Benchrmars Detals Bovw Data (Row Index: )
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The CimTrak results of a benchmark test that verifies and
provides remediation steps to Ensure: ‘Critical operating system
updates and services packs are installed’.
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Service Configuration

Audit all services configured to run on the OS, disable
unnecessary services and make sure to configure important
services to start automatically. CimTrak can help inventory

what services are on a system and let you know if/when those
services get removed or changed or even new services being
added. Being aware that the service that runs your most critical
production service has stopped is important and the quicker you
know the faster you can resolve it.

e o 3P 51 it Conde VAT LAY

TR BT Sy ey S Ay T,

BT o el AR 2 e’ e | IO ey D)

WAL O 230 L - L 2 by s B i S Lo

[RTR- T, T E T e ey e W, e e
el O i i T AT P e S el
NUNTROF T Y ey e HO ey S,

g T Bl N = Tm St i A ey Se
Eednet i gt 5 ey e Oy e e,
AR PR L T
[EFEE R TR BT " S raT AR

WURTIF 1R AL ¥ [ . furryry e

The CimTrak results highlighting new services that were added,
modified, or deleted.
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Logging and Auditing

Logging needs to be reviewed as we often find that logging may be
disabled, log file max size is too small to be useful, and ensure that all

logs are backed up locally or to a centralized management platform. If

no audit settings are configured, or if audit settings are too lax on the
computers in your organization, security incidents might not be detected
or not enough evidence will be available for network forensic analysis

after security incidents occur. However, if audit settings are too severe,
critically important entries in the Security log may be obscured by all of the
meaningless entries and computer performance and the available amount
of data storage may be seriously affected.

Benchmark Details Row Data (Row Index: 0]
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The CimTrak results of a benchmark test that verifies and
provides remediation steps to Ensure: ’Audit Application Group
Managment is set to ‘Success and Failure’.
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Remote Access Hardening

Restrict remote access to an “as needed” basis. Enforce strict password
requirements. Secure and monitor SSH, disable elevated privileges where
possible, and use a non-elevated account when possible.

Benchmark Details Bow Data [Row Index: 1)

Tecil Ram:  Yea

Rumedistion: To esiablish S repsmmesdad configuratian Wa GF, se2 the folkowing U paih bo Enabec:

Lonputer Configuratlos'Foliciesiddalalstrstive Templates | Mbrdons CosponentsiBeache Deskiop Sere
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Templates

Impast:
Only cher compulers that suppor® Metwork Levsd Audhenbeation can connest bo the D Session Host sepses

Moin: Some ind party wo-Tacion auihenticaiion schbions (.. RS Authenbication Agent] can b= negatively ateces by this

the credenial along o thes Windows sesson on e BOF host (o complete e kogin). B a wvo-fadon agent is present and ex

LinspaciBed
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This policy Sefng allows you o speaty whether %2 requine user auth smication for remos connecions 1 he R0 Session Hos

Dszriptic:

Networ Level Authe micaton.

The recommended siate for this selting = Enabied

Dlepositon:  Fall

Assazsment  Ensure ‘Lsenfetheniication’ s "Windows: Registry Walue" 101

Resull _con unchiorapeator:

Only administrators who manage the systems should have
access or other users who may require the use of that system.
Having lenient settings for remote access may allow unauthorized
users or attackers to gain access to the system and wreak havoc
on the registry remotely or even gain RDP or SSH access. Some
environments create multiple ‘jump” environments in different
Subnets that act as portals to access their segregated systems to
prevent unauthorized access.

1-877-4-CIMCOR | CIMCOR.COM



http://www.cimcor.com

@\CIMCOR SYSTEM HARDENING CHECKLIST

Software Configuration (i.e. Databases)

Restrict administrative privileges, implement role-based access, and
maintain regular software update practices. There are benchmarks for
many applications such as Google Chrome, Microsoft Office, SQL Server,
Oracle Database, PostgreSQL, NGINX, Acrobat Reader, IIS, Internet
Explorer, McAfee, DotNet Framework and more. Most of these applications
are not secure out of the box. Hardening these applications are just as
important as hardening the OS itself as they both are the backbone of your
production environment.

Benchmark Details Row Data (Row Index: 21)
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Is Waived:  No
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The CimTrak results of a benchmark test that verifies and
provides remediation steps to Ensure: ‘Disable saving browser
history is set to Disabled’.
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Access, Authentication, and
Authorization

Ensure the systems are physically secured. Set up custom roles and strong
passwords. Delete unnecessary operating system users, and avoid the

use of root or “super admin” accounts with excessive privileges. Limit
membership of admin groups. Grant elevated privileges on an as-needed
basis. Consider multi factor authentication access.

Cloud Configuration

Use the cloud to your advantage, compartmentalize your infrastructure. Lock
down your security groups and limit all ingress and egress traffic as needed.
Use private subnets unless access to the internet is absolutely necessary.
Imagine if the security groups for your AWS instances have changed,

would you know? Getting alerted that ports are being open on your server

is critical. Settings and configurations that exist OUTSIDE your system
within these cloud interfaces need to be tracked and monitored as well

for awareness of your environment and possible changes that could bring

it down. Even volume changes or hardware changes that may suddenly
impact a system’s performance. CimTrak can help monitor for these types of
changes in Google Cloud, Amazon AWS, and Microsoft Azure.
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Network Time Protocol Configuration

Minimize your attack exposure by making sure you have reviewed your
NTP configuration and have removed or disabled any unnecessary NTP
servers. Incorrect configuration can cause systems to not communicate
at all and possibly ruin production or disruptions to user access. Keeping
systems in sync is critical for keeping them all online and available but also
humans need to know the correct time within their domain.

Benchmark Details Row Data (Row Index: )

Beachmark loemw Thile: Ergure Cheony = configured
Vet Date:  F072-01-20 1441 25

Pass:  WiS

Is Waived: Mo

Adjrsted Soore:

Possible Score: 1

REw Senre

Ruticnabse T chrory S i s on The syssenn proper configurabion S vital 1o e usng e Symch ronization & wirking propery
Ths: naciesiina ndaiion (il Spples ¥ chiosy /=N e onhe aylem
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The CimTrak results of a benchmark test that verifies and
provides remediation steps to Ensure: ‘Chrony is configured’
correctly.
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Network Configuration

Most operating systems and network devices, including routers and
switches, come equipped with services turned on when they are
received from the manufacturer. Disabled services cannot be exploited
by an adversary therefore, all unnecessary services should be disabled
if they cannot be turned off considering blocking them at the firewall.
Ensure DNS redundancy. Using CIS Benchmark guidelines can help
provide a secure configuration posture for firewalls, switches, and
routers which are the first line of defense of your network environment.

4 IS Cisco 105 15 Banchmark
Sel 'neighbor pasewand'
Set 'ip rip authentication mode' o ‘md&’
Set 'ip rip authentication key-chain®
Sel 'key-slring'
Set 'key
Sel 'key chain'
Sel 'ip ospl message-digesi-key mds'
Sef "authentication message-digest’ for DSPF arsa
Sei 'ip autheniication mode eigrg!
Sel ‘Ip Authentication key-chain eigrp’
Sef ‘authentication mods mds’
Set "authentication key-chain'
Sel al-internace defauly’
Set "adaress-family ipyvd autanomous-system’
Set 'key-string’
Set 'key’
Set 'key chain'
Sef inbound 'ip access-group’ on the Exiemnal Interface

Set 'ip access-list extended’ fo Forbid Private Source Addresses from Extem

CimTrak monitors and remediates the configurations and settings
for network devices to ensure they have not deviated from an
expected state of operation.
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Firewall Configuration

Keep your Firewalls up to date. Make sure you have configured strong
non-default passwords, audit account access regularly and remove
unnecessary access. Make sure you have all your rules set to log and
perform regular rule-base audits to remove unused or un-necessary rules.
Using CIS Benchmark guidelines can help provide a secure configuration
posture for firewalls, switches, and routers which are the first line of
defense of your network environment.

4 I8 Cisco Firewall Benchmark

Ensure 'console session timeout’ is lass than or equal 1o *5' minutes
Ensure 'aaa accounting for EXEC mode’ is configured cormectly
Ensure 'aaa accounting for Serial consale’ is configurad correcty
Ensure 'aaa accounting for SSH' Is configured correctly

Ensure Tmage Authenticity’ Is cormect

Ensure 'Password Policy’ Is enablad

Ensure explict deny In access |1sts ks configured comectly
Ensure Java appl#t filtering is enabled

Ensure ActiveX filtering is enabled

Ensure Botnel protection is enabled for untrusted inlerfaces
Ensure 'security-level is set to "0 for Internet-facing interface
Ensure 'ip verify' is s2l 10 feverse-path’ Tor untnusted nteraces
Ensure 'threat-detection siatislics' is set to 'top-infercept’

Ensure DOS protection is enabled for unirusted interfaces
Ensure non-default apglication inspection s configured correcily
Ensure packet fragments are resinicted for untrusted interfaces
Ensure imtresion prevention is enalled for untrusted interfaces
Ensure DNS sanvices are configured commectly

Ensure ICMP i restriched for untrusied interfaces

CimTrak monitors and remediates firewall configurations to ensure
they have not deviated from an expected state of operation.
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Supported Platforms

CimTrak for Servers, Critical Workstations & POS Systems

WINDOWS: XP, Vista, 7, 8, 10, Embedded for Point of Service (WEPOS), POSReady, Windows 10 loT Enterprise
WINDOWS SERVER: 2003, 2008, 2012, 2016, 2019

LINUX: Amazon, CentOS, ClearOS, Debian, Fedora, Oracle, Red Hat, SUSE, Ubuntu, others

SUN SOLARIS: x86, SPARC

MAC: Intel, Power PC

HP-UX: Itanium, PA-RISC

AlX

Windows Parameters Monitored

FILE ADDITIONS, DELETIONS, MODIFICATIONS, AND READS

ATTRIBUTES: compressed, hidden, offline, read-only, archive, reparse point

Creation time, DACL information, Drivers, File opened/read, File Size, File type, Group security information, Installed
software, Local groups, Local security policy, Modify time, Registry (keys and values), Services, User groups

UNIX Parameters Monitored
FILE ADDITIONS, DELETIONS, AND MODIFICATIONS
Access Control List, Attributes: read-only, archive, Creation time, File Size, File type, Modify time, User and Group ID

Supported Platforms CimTrak For Network Devices
Cisco, Check Point, Extreme, F5, Fortinet, HP, Juniper, Netgear, NetScreen, Palo Alto, others

Supported Platforms CimTrak For Databases

Oracle, IBM DB2, Microsoft SQL Server, MySQL

PARAMETERS MONITORED: Default Rules, Full-text indexes, Functions, Groups, Index definitions, Roles, Stored
Procedures, Table definitions, Triggers, User defined data types, Users, Views

Supported Hypervisors
Microsoft Hyper-V, VMware ESXi 3x, 4x, 5%, 6x, 7x

Supported Cloud Platforms
Google Cloud, Amazon AWS, Microsoft Azure

Supported Container & Orchestration Integrations
Docker, Docker Enterprise, Kubernetes, Google Kubernetes Engine (GKE), Amazon Elastic Kubernetes Service (EKS)

Supported Ticketing Integrations
CA ServiceDesk, Atlassian Jira, ServiceNow, BMC Remedy

Supported SIEM Integrations
IBM QRadar, McAfee Event Security Manager, Splunk, LogRhythm, Microfocus Arcsight, others

@‘CIMCOR CIMTRAK

Cimcor develops innovative, next-generation, file integrity monitoring software. The CimTrak Integrity Suite monitors and protects a wide range
of physical, network, cloud, and virtual IT assets in real-time, while providing detailed forensic information about all changes. Securing your
infrastructure with CimTrak helps you get compliant and stay that way.
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